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DATA HARDENING IN A STORAGE SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of U.S. Provisional
Patent Application Ser. No. 61/809,247 filed Apr. 5, 2013,
which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

The present disclosure relates generally to a storage system
and more particularly to data management in a storage sys-
tem.

BACKGROUND ART

Various forms of long-term storage in computer systems
include, other than electromechanical hard disks, non-vola-
tile storage rooted in semiconductor or other memory tech-
nology. NOT-AND (NAND) flash memory is one form of
non-volatile memory used in solid-state storage devices. In a
common configuration of flash memory, the memory cells are
arranged in typical row and column fashion with circuitry for
accessing individual cells. The data store elements (e.g., tran-
sistors) of those memory cells are configured to hold two
logical states in the case of Single Level Cell (SLC) or more
than two logical states in the case of Multi Level Cell (MLC).

A flash memory cell is light in weight, occupies very little
space, and consumes less power than electromechanical disk
drives. Construction of a storage system with this type of
memory allows for much higher bandwidths and input/output
operations per second (IOPS) than typical electromechanical
disk drives. More importantly, it is especially rugged and can
operate at a much high temperature range. It will withstand
without adverse effects repeated drops, each of which would
destroy a typical electromechanical hard disk drive. A prob-
lem exhibited by flash memory is data integrity since it does
not have adequate data retention to increase data integrity for
data hardening.

Thus, a need still remains for better data management
devices that can optimize operations and prolong the life of
storage devices. In view of the ever-increasing commercial
competitive pressures, along with growing consumer expec-
tations and the diminishing opportunities for meaningful
product differentiation in the marketplace, it is important to
find answers for these problems.

Prior developments have long sought but not found optimal
solutions to these problems. Hence, there remains a need that
has long eluded those skilled in the art.

SUMMARY

The present disclosure covers various embodiments of a
storage system and a method of data hardening in the storage
system. In one implementation, the storage system includes a
module for sending a cache page from an adapter cache
memory to a storage channel controller. The storage system
also includes a module for generating a sleep signal to shut
down a host bus adapter, which interfaces with the storage
channel controller to write the cache page back to the adapter
cache memory upon powering up the host bus adapter and the
storage channel controller.

Certain embodiments have other steps or elements in addi-
tion to or in place of those mentioned above. The steps or
elements will become apparent to those skilled in the art from
a reading of the following detailed description when taken
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with reference to the accompanying drawings. The embodi-
ments described herein are illustrative and should not limit
the scope of the claimed invention as recited in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a storage system with data hardening in an
embodiment of the present disclosure.

FIG. 2 is an exemplary hardware block diagram of the
storage channel controller.

FIG. 3 is an exemplary control flow for a data hardening
event.

FIG. 4 is an exemplary flow for a bus interface and backend
controller operations of the storage device systems.

FIG. 5 is a flow chart of a method of data hardening in a
storage system in a further embodiment of the present disclo-
sure.

DETAILED DESCRIPTION

The following embodiments are described in sufficient
detail to enable those skilled in the art to make and use the
invention. It is to be understood that other embodiments
would be evident based on the present disclosure, and that
system, process, or mechanical changes may be made without
departing from the scope of the present disclosure.

In the following description, numerous specific details are
given to provide a thorough understanding of the invention.
However, it will be apparent that the invention may be prac-
ticed without these specific details. In order to avoid obscur-
ing the present disclosure, some well-known circuits, system
configurations, and process steps are not disclosed in detail.

The drawings showing embodiments of the system may be
drawn not to scale.

The same numbers are used in all the drawing FIGs. to
relate to the same elements. The embodiments have been
numbered first embodiment, second embodiment, etc. as a
matter of descriptive convenience and are not intended to
have any other significance or provide limitations for the
present invention.

Various embodiments described here include a new
approach for data hardening in a storage system. This
approach includes a method including: detecting a power
failure event; executing a cache write command based on the
power failure event to send a cache page from a cache
memory to a storage channel controller, wherein the cache
memory is a volatile memory; and generating a sleep signal to
shut down a host bus adapter, wherein the host bus adapter
interfaces with the storage channel controller to write the
cache page back to the cache memory upon a power up of the
host bus adapter and the storage channel controller.

Various embodiments described here also include a storage
system including: a de-glitch module configured for a detec-
tion of a power failure event; a write page module, coupled to
the de-glitch module, the write page module configured for an
execution of a cache write command based on the power
failure event to send a cache page from a cache memory to a
storage channel controller, wherein the cache memory is a
volatile memory; and a signal empty module, coupled to the
write page module, the signal empty module configured for a
generation of a sleep signal to shut down a host bus adapter,
wherein the host bus adapter interfaces with the storage chan-
nel controller to write the cache page back to the cache
memory upon a power up of the host bus adapter and the
storage channel controller.

As higher and higher performance is required from storage
devices, cache type memories are being added to the storage
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devices. Additionally, some of memory units holding host
write data are not directly controlled by end storage devices.

In this case, redundant array of independent or inexpensive
disks (RAID) engineers and data aggregators do not have a
non-volatile storage devices (NVSTORE) attached to them
for purpose of data hardening. Today, the responsibility falls
on a host system to either tag data as volatile or be responsible
for backing up this storage. The term “data hardening”
referred to herein is defined as a process of transferring and
storing data that has been cached or temporarily stored in a
volatile memory to a non-volatile memory.

Various components of a storage system have volatile
memory that is used to store data to be written to a non-
volatile storage device. The volatile memory loses the data
when power is removed. Each component must decide when
to notify a data sender when that data operation is complete.
A general practice is that notification of operation complete
implies the data can be retrieved following a loss of power.

Some components that do not have a method to save the
data during the loss of power will delay notification of opera-
tion complete until the data has been written to a non-volatile
memory. This method significantly reduces performance of
the storage system.

Some components that do not have a method to save the
data during loss of power sends notification of operation
complete before the data has been written to non-volatile
memory. This method improves performance but relies on the
non-occurrence of power loss and the capability of the data
sender to recover from lost data.

Some components implement emergency power supplies
that provide enough power to save the data to non-volatile
memory upon detection of power loss. These components can
notify the data sender of operation complete prior to the data
being written to the non-volatile memory because the emer-
gency power supply guarantees the data will be saved to the
non-volatile memory. This method provides improved per-
formance without worry of lost data. However, the emergency
power supply increases cost of the storage system.

Referring now to FIG. 1, therein is shown a storage system
100 with data hardening in an embodiment of the present
disclosure. The storage system 100 includes a method for
hardening distributed write cache.

The storage system 100 includes a host system 102 com-
municating with a host bus adapter 104 (HBA) for writing
data to and from a number of storage device systems 106. The
host system 102 communicates with the host bus adapter 104
via any host interfaces including double-data rate (DDR)
interface or any other connectivity mechanisms. The term
“host bus adapter” (HBA) referred to herein is defined as a
device that is between the host system and one or more
storage devices.

The host bus adapter 104 includes a host RAID engine. The
host bus adapter 104 interfaces with an adapter cache memory
108 for storing and retrieving host data 110 received from and
sent to the host system 102, respectively. The adapter cache
memory 108 is used for storing the host data 110 that the host
bus adapter 104 receives from the host system 102.

The adapter cache memory 108 can be integrated in the
host bus adapter 104 or external to the host bus adapter 104.
The adapter cache memory 108 is volatile and so does not
include non-volatile memories. For example, the adapter
cache memory 108 can include 512 kilobytes (KB) or any
other storage capacities.

The host bus adapter 104 communicates with the storage
device systems 106 via any computer bus interfaces that
connect host bus adapters to mass storage devices. For
example, the computer bus interfaces can include Serial
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Advanced Technology (AT) Attachment (SATA) or any other
computer storage device interfaces.

For illustrative purposes, there are two of the storage device
systems 106, denoted as SSD-A and SSD-B, depicted in a
high-level architecture of a typical 2-storage device system,
although it is understood that the storage system 100 can
include any number of the storage device systems 106. For
example, there can be only one storage device or one of the
storage device systems 106 connected to the host bus adapter
104.

Each of the storage device systems 106 includes a main
memory controller or storage channel controller 112 and a
number of non-volatile memory devices 114. The storage
channel controller 112 interfaces with a controller cache
memory 116 for storing cache data 117, which is the host data
110 that the host bus adapter 104 reads from the adapter cache
memory 108 and sends to the storage channel controller 112
during normal operations. The normal operations are pro-
cesses that transfer data in response to the host system 102
without any power interruption. The normal operations are
not performed for the data hardening.

The controller cache memory 116 can be used to store a
cache data parity 118, which is used for error detection of the
host data 110 stored in the controller cache memory 116. For
example, the cache data parity 118 can typically be RAID-1,
RAID-3, and other RAID implementation or any parity pro-
tection methods.

A cache data parity ratio 120 can be any ratios. The cache
data parity ratio 120 is a ratio of a number of pages of the host
data 110 stored in the controller cache memory 116 to a
number of pages of the cache data parity 118 stored in the
controller cache memory 116. For example, the cache data
parity ratio 120 can be 31:1. In this example, for every thirty-
one pages of the host data 110 stored in the controller cache
memory 116, there is one page of the cache data parity 118
stored in the controller cache memory 116.

The term “page” referred to herein is defined as a memory
component within an erase block that is programmed as an
individual unit. The page is a smallest group of data bytes that
are read from or written to in an erase block.

The storage channel controller 112 interfaces with a con-
troller scram memory 122 for storing scram data 124, which
is the cache data 117 that the storage channel controller 112
receives from the host bus adapter 104. The storage channel
controller 112 stores the scram data 124 in response to the
host bus adapter 104 sending the cache data 117 to the storage
channel controller 112, an emergency shutdown procedure
including SCRAM, or a combination thereof.

The scram data 124 in the controller scram memory 122 is
to be subsequently stored in the non-volatile memory devices
114. The controller scram memory 122 can be used to store a
scram data parity 126, which is used for error detection of the
scram data 124. The term “Safety Control Rod Axe Man”
(SCRAM) referred to herein is defined as an emergency shut-
down procedure that occurs upon detecting a power failure.
The procedure includes a data hardening for storing datain a
cache memory to a non-volatile memory device.

A scram data parity ratio 128 can be any ratios. The scram
data parity ratio 128 is a ratio of a number of pages of the
scram data 124 to a number of pages of the scram data parity
126. The scram data parity ratio 128 is less than the cache data
parity ratio 120 because the scram data 124 is more important
than the cache data 117 stored in the controller cache memory
116. For example, the scram data parity ratio 128 can be 8:1,
which means that for every eight pages of the scram data 124
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stored in the controller cache memory 116, there is one page
of the cache data parity 118 stored in the controller cache
memory 116.

The controller cache memory 116 can be integrated in the
storage channel controller 112 or external to the storage chan-
nel controller 112. The controller cache memory 116 can
include any memory devices including volatile and nonvola-
tile memory devices. For example, the controller cache
memory 116 can include 768 KB or any other storage capaci-
ties.

Also for example, the controller cache memory 116 can
keep track of 192 4 KB-page credits, wherein each of the
credits indicates that a page of 4 KB of the cache data 117 is
stored in the controller cache memory 116. The credits are
numerical values that indicate how many pages of data that
have been stored in a memory including random access
memory (RAM), wherein the pages of the data are to be
eventually stored in a non-volatile memory.

The controller scram memory 122 can be integrated in the
storage channel controller 112 or external to the storage chan-
nel controller 112. The controller scram memory 122 can
include any memory devices including volatile and nonvola-
tile memory devices. For example, the controller scram
memory 122 can include 256 KB or any other storage capaci-
ties.

Each of the storage device systems 106 includes any num-
ber of channels 130, which is a communication bus for a
storage controller to interface with storage devices. Each of
the channels 130 is connected to a number of the non-volatile
memory devices 114. For example, each of the channels 130
can be a NAND bus or any other communication busses
interfacing with storage devices. Also for example, there can
be 8 or any number of the channels 130.

For example, there can be 32 KB of the scram data 124 in
the process of being transferred from the controller scram
memory 122 to one of the non-volatile memory devices 114
in one of the channels 130. Also for example, there can
typically be 200 micro-seconds (us) for an amount of time it
takes a memory controller including a FLLASH controller or
the storage channel controller 112 to transfer data over a data
transfer bus or the channels 130. After this transfer is com-
pleted, the non-volatile memory devices 114 including flash
devices are then executing commands to start its program
cycle, and at which point the data transfer bus is free again.

Further, for example, each of the non-volatile memory
devices 114 can include 1800 microseconds (us) for program
time. Yet further, for example, one of the non-volatile memory
devices 114 in one of the channels 130 can be overlapped or
operated in parallel with one of the non-volatile memory
devices 114 in another of the channels 130 so that the non-
volatile memory devices 114 are accessed at the same time
providing high bandwidth and reduced programming time.

The concept of the embodiments described herein can be
constructed and used in a solid state drive (SSD) under devel-
opment. This concept can also be retrofitted into almost any
SSD product with a design that requires data hardening of
cached write data or the host data 110 held or stored in the
adapter cache memory 108 by the host bus adapter 104
including a third party host adaptor or a data aggregator.

The embodiments described herein allow some compo-
nents in the storage system 100 to notify a data sender that a
write operation is complete even though those components do
not implement an emergency power supply. The data sender
is a component that sends the host data 110 to be eventually
stored in the non-volatile memory devices 114. This allows
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the storage system 100 to provide improved performance
while minimizing the additional cost for emergency power
supplies.

For example, the components can include the host bus
adapter 104, the storage channel controller 112, or a combi-
nation thereof. Also for example, the data sender can include
the host system 102, the host bus adapter 104, or a combina-
tion thereof.

The embodiments described herein off-load the host sys-
tem 102 from performing any amount of data hardening when
there is a power interruption. This also increases performance
and provides low or reduced latency of an aggregate storage
device including the storage device systems 106 by providing
security of the cache data 117, which the host system 102 has
been informed of as saved data.

The embodiments described herein include a hardware and
firmware protocol for performing data hardening on a RAID
aggregate storage device or the storage device systems 106
typically found in a dual in-line memory module (DIMM)
form factor. Components in the storage device systems 106
that include the non-volatile memory devices 114 provide an
interface to other components of the storage device systems
106, wherein the interface allows the other components to
send write data or the host data 110 that must be saved when
loss of power is detected.

The interface provides a number of capabilities for data
sender components or the data sender and the other compo-
nents previously described to send the host data 110. One of
the capabilities is for the data sender to query a non-volatile
storage component for an amount of the host data 110 that can
be saved. For example, the non-volatile storage component
includes one of the storage device systems 106 or the storage
channel controller 112 in one of the storage device systems
106.

Another of the capabilities is for the data sender to send the
host data 110 to the non-volatile storage component, wherein
the host data 110 can be saved outside a normal or predeter-
mined address range of the data sender. Another of the capa-
bilities is for the data sender to notify the non-volatile storage
component when there is no more data or none of the host data
110 to be saved or eventually stored in the non-volatile
memory devices 114 by the storage channel controller 112.

Another of the capabilities is for the data sender to query
the non-volatile storage component for information about the
host data 110 that was previously saved. Another of the capa-
bilities is for the data sender to request previously saved data
to be returned from the non-volatile storage component.

A process of data hardening an aggregated DIMM type
storage device includes a set of distinctive components or
operations. The process of the data hardening refers to a
process of transferring and storing the host data 110, which is
eventually going to be stored to the non-volatile memory
devices 114. The distinctive components include signaling
and control for the host bus adapter 104 to connect to the
storage device systems 106.

The distinctive components also include an overlap of non-
volatile memory operations to allow additional parity protec-
tion to be supplied. For example, the non-volatile memory
operations can be NAND or NVSTORE operations. The dis-
tinctive components also include an overlap of the non-vola-
tile memory operations to minimize an amount of time to
store the host data 110 and meta-data 132 from the host bus
adapter 104, the storage channel controller 112, or a combi-
nation thereof.

The meta-data 132 includes non-host related information
that is in addition to and stored along with the host data 110
for control or management of the non-volatile memory
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devices 114. The term “meta-data” is defined as non-host
related information that is in addition to and stored along with
host data and that aids or supports retrieval, organization,
health of, and current condition or state of memory devices.

When a power failure event happens, the host bus adapter
104 or a host RAID controller and each of the SSDs, storage
units, or the storage device systems 106 can be signaled at the
same time. The term “power failure” (PFAIL) referred to
herein is defined as a hardware or software event that signals
apower interruption has occurred requiring storage devices to
perform a data hardening event.

There are also firmware variations of this process whereby
the host system 102 can trigger one of these events without a
physical power failure. For example, the host system 102 can
generate and send a request to the host bus adapter 104, which
interfaces with the storage channel controller 112 to send the
host data 110 to be stored to the non-volatile memory devices
114 without the power failure event or the physical power
failure.

Following the power failure (PFAIL) event, the host bus
adapter 104 or the host RAID controller can use out-of-band
signaling to send its cache data to the storage units or the
storage device systems 106 via the storage channel controller
112. Upon completion of the transmission of all of the host
data 110 to be saved from the host bus adapter 104, a comple-
tion signal 134 can be transmitted by the host bus adapter 104
to each of the storage devices or the storage device systems
106. The completion signal 134 indicates that the cache data
117 from the host bus adapter 104 has been sent to the storage
channel controller 112 to be stored in the non-volatile
memory devices 114.

There are safeguards in place for incorrect signaling and
for problems, whereby the host bus adapter 104 cannot trans-
mit all of the host data 110 in its cache or the adapter cache
memory 108 alone with information related to the meta-data
132 in a timely fashion. The safeguards can be in the form of
command timeouts.

If a time from the start of a cache save command is not met
by the end of the cache save command, data received can be
saved and a log entry can be made indicating an incomplete
cache store. There can be checkpoint commands sent in a
cache data stream indicating what percentage of cache data
has been sent for saving. If not all of the cache data (i.e., less
than 100%) is sent, a log entry can be made as to the incom-
plete cache store or save.

The cache data sent can also include a list of host logical
block addresses (LBAs) included in the cache data and a
number of logical blocks of cache to scram.

The cache data 117 and the meta-data 132 from the host bus
adapter 104 can be divided and sent to a number of attached
storage devices or the storage device systems 106 for distri-
bution of HBA data. For example, the number of the storage
device systems 106 can be from one to all of the storage
device systems 106.

The host bus adapter 104 between the host system and
SSDs or the storage device systems 106 does not have non-
volatile storage or non-volatile memories. Thus, it is impor-
tant to back up the host data 110 stored in the adapter cache
memory 108 by the host bus adapter 104. When the host data
110 has been stored by the host bus adapter 104, the host
system 102 is notified by the host bus adapter 104 that the host
data 110 has just been saved or stored, although the host data
110 has not been saved or stored in the non-volatile memory
devices 114 yet.

The host data 110 that has just been stored in the adapter
cache memory 108 is eventually stored in the non-volatile
memory devices 114 using the data hardening. When the

40

45

55

8

storage system 100 is powered up, the host data 110 is
retrieved or read from the non-volatile memory devices 114
and written to the adapter cache memory 108 as though power
had not been taken away.

Referring now to FIG. 2, therein is shown an exemplary
hardware block diagram of the storage channel controller
112. There can be a plurality of storage channel controllers in
the storage system 100 of FIG. 1 with multiple storage
devices or the non-volatile memory devices 114 of FIG. 1.

The storage channel controller 112 can include a control
unit 202, a storage unit 204, a memory interface unit 206, and
a host interface unit 208. The control unit 202 can include a
control interface 210. The control unit 202 can execute a
software 212 stored in the storage unit 204 to provide the
intelligence of the storage channel controller 112.

The control unit 202 can be implemented in a number of
different manners. For example, the control unit 202 canbe a
processor, an embedded processor, a microprocessor, a hard-
ware control logic, a hardware finite state machine (FSM), a
digital signal processor (DSP), or a combination thereof.

The control interface 210 can be used for communication
between the control unit 202 and other functional units in the
storage channel controller 112. The control interface 210 can
also be used for communication that is external to the storage
channel controller 112.

The control interface 210 can receive information from the
other functional units or from external sources, or can trans-
mit information to the other functional units or to external
destinations. The external sources and the external destina-
tions refer to sources and destinations external to the storage
channel controller 112.

The control interface 210 can be implemented in different
ways and can include different implementations depending
on which functional units or external units are being inter-
faced with the control interface 210. For example, the control
interface 210 can be implemented with a dedicated hardware
including an application-specific integrated circuit (ASIC), a
configurable hardware including a field-programmable gate
array (FPGA), a discrete electronic hardware, or a combina-
tion thereof.

The storage unit 204 can include both hardware and the
software 212. For example, the software 212 can include
control firmware. The storage unit 204 can include a volatile
memory, a nonvolatile memory, an internal memory, an exter-
nal memory, or a combination thereof. For example, the stor-
age unit 204 can be a nonvolatile storage such as non-volatile
random access memory (NVRAM), Flash memory, disk stor-
age, oravolatile storage such as static random access memory
(SRAM).

The storage unit 204 can include a storage interface 214.
The storage interface 214 can also be used for communication
that is external to the storage channel controller 112. The
storage interface 214 can receive information from the other
functional units or from external sources, or can transmit
information to the other functional units or to external desti-
nations. The external sources and the external destinations
refer to sources and destinations external to the storage chan-
nel controller 112.

The storage interface 214 can include different implemen-
tations depending on which functional units or external units
are being interfaced with the storage unit 204. The storage
interface 214 can be implemented with technologies and
techniques similar to the implementation of the control inter-
face 210.

The memory interface unit 206 can enable external com-
munication to and from the storage channel controller 112.
For example, the memory interface unit 206 can permit the
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storage channel controller 112 to communicate with the non-
volatile memory devices of FIG. 1.

The memory interface unit 206 can include a memory
interface 216. The memory interface 216 can be used for
communication between the memory interface unit 206 and
other functional units in the storage channel controller 112.
The memory interface 216 can receive information from the
other functional units or can transmit information to the other
functional units.

The memory interface 216 can include different imple-
mentations depending on which functional units are being
interfaced with the memory interface unit 206. The memory
interface 216 can be implemented with technologies and
techniques similar to the implementation of the control inter-
face 210.

The host interface unit 208 allows the host system 102 of
FIG. 1 to interface and interact with the storage channel
controller 112. The host interface unit 208 can include a host
interface 218 to provide communication mechanism between
the host interface unit 208 and the host system 102.

The control unit 202 can operate the host interface unit 208
to send control or status information generated by the storage
channel controller 112 to the host system 102. The control
unit 202 can also execute the software 212 for the other
functions of the storage channel controller 112. The control
unit 202 can further execute the software 212 for interaction
with the non-volatile memory devices via the memory inter-
face unit 206.

The functional units in the storage channel controller 112
can work individually and independently of the other func-
tional units. For illustrative purposes, the storage channel
controller 112 is described by operation of the storage chan-
nel controller 112 with the host system 102 and the non-
volatile memory devices. It is understood that the storage
channel controller 112, the host system 102, and the non-
volatile memory devices can operate any of the modules and
functions of the storage channel controller 112.

The term “module” referred to herein can include software,
hardware, or a combination thereof in the present disclosure
in accordance with the context in which the term is used. For
example, the software can be machine code, firmware,
embedded code, and application software. Also for example,
the hardware can be circuitry, processor, computer, integrated
circuit, integrated circuit cores, a microelectromechanical
system (MEMS), passive devices, environmental sensors
including temperature sensors, or a combination thereof.

Referring now to FIG. 3, therein is shown an exemplary
control flow for a data hardening event. FIG. 3 depicts detec-
tion of a board-level power failure event 302, which indicates
that electrical power is going to be no longer available in the
storage system 100 of FIG. 1.

After the board-level power failure event 302 is detected, a
de-glitch module 304 generates and sends a power failure
signal 306 to the host bus adapter 104 of FIG. 1 and the
storage device systems 106 of FIG. 1. For example, the host
bus adapter 104 can include a RAID controller or a data
aggregator. The term “de-glitch” referred to herein refers to a
mechanism of filtering out a narrow power spike or a signal
having a pulse width less than a predetermined time and
generating a signal indicating that there is truly a power
failure.

For illustrative purposes, the de-glitch module 304 is
shown with a box that appears to be a decision box, although
it is understood that the box, instead, is used to indicate that
there is a division of labor between the host bus adapter 104
and the storage device systems 106. Once the de-glitch
mechanism is complete, the power failure signal 306 is sent to
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the host bus adapter 104 and the storage device systems 106
atonce. The SSDs or the storage device systems 106 can start
preparing and operating in the background before the host bus
adapter 104 is ready to start sending its cache data, or the host
data 110 stored in the adapter cache memory 108, over to the
storage device systems 106.

FIG. 3 depicts operations performed by the host bus
adapter 104 on the left side of the de-glitch module 304,
labeled as “HBA path”. FIG. 3 also depicts operations per-
formed by the storage device systems 106 on the right side of
the de-glitch module 304, labeled as a “SSD path”.

Inthe HBA path, an adapter abort read module 308 receives
the power failure signal 306 from the de-glitch module 304.
Any read commands 310 that are in process and performed by
the host bus adapter 104 for the host system 102 of FIG. 1 can
be aborted or stopped by the adapter abort read module 308.
Since the electrical power is going to be no longer available,
the read commands 310 performed for the host system 102
can be aborted since data from the read commands 310 is not
going to be processed by the host system 102. This allows
computing and storage resources to be freed up for operations
associated with the data hardening.

After the adapter abort read module 308 aborts the read
commands 310, a host abort write module 312 aborts or stops
any number of write commands 314 that are currently in
process and the host data 110 for the write commands 314 not
held completely in the adapter cache memory 108. The write
commands 314 are operations performed by the host bus
adapter 104 in response to requests from the host system 102
for writing the host data 110 to the non-volatile memory
devices 114 of FIG. 1. The host abort write module 312 also
performs any clean-up necessary for table or information
associated with the write commands 314 aborted by the host
abort write module 312.

For example, the host system 102 generates and sends a
write request to the host bus adapter 104 to perform one of the
write commands 314 to write the host data 110 to 100 logical
block addresses (LBAs) or logical blocks. Only half of the
100 logical blocks have been written by writing the host data
110 to the adapter cache memory 108. Then, the host abort
write module 312 can abort the one of the write commands
314 since a data transfer for all of the 100 logical blocks is not
complete.

Ifthere is one of the write commands 314 that are currently
being transferred between the host bus adapter 104 and the
storage device systems 106 while the host data 110 is held
completely in the adapter cache memory 108 for another of
the write commands 314, a complete current write module
316 performs the one of the write commands 314. The com-
plete current write module 316 performs the one of the write
commands 314 by completely transferring the host data 110
from the host bus adapter 104 to the storage device systems
106, including SSD-A and SSD-B. After the complete current
write module 316 performs the one of the write commands
314, the complete current write module 316 generates and
sends a write complete status 318 to the host system 102 for
indicating that the one of the write commands 314 is com-
pleted.

An adapter signal start module 320 also receives the write
complete status 318. After the adapter signal start module 320
receives the write complete status 318, the adapter signal start
module 320 generates and sends a start write command 322 to
the storage device systems 106 to start execution of a cache
write command 324 to be executed by a write start module
326. The cache write command 324 is information used to
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control transfer of the cache data 117 of FIG. 1 from the
adapter cache memory 108 to the controller scram memory
122 of FIG. 1.

The adapter signal start module 320 sends the start write
command 322 to the storage device systems 106 to indicate
that the adapter signal start module 320 wants to start writing
its cache data. The cache data can be the host data 110 stored
in the adapter cache memory 108 from the host bus adapter
104 to any number of the SSDs or the storage device systems
106. For example, the complete current write module 316 can
send the start write command 322 to one or two of the storage
device systems 106.

After the adapter signal start module 320 signals the stor-
age device systems 106 of the start of the cache write com-
mand 324, the write start module 326 starts the host bus
adapter 104 to perform the execution of the cache write com-
mand 324. After the host bus adapter 104 is started, the
execution of the cache write command 324 is performed by a
write page module 328. The execution of the cache write
command 324 is performed by sending cache pages 330 of the
cache data 117 from the adapter cache memory 108 to the
storage channel controller 112 of FIG. 1 to store the cache
pages 330 in the controller scram memory 122 in each of the
storage device systems 106 including SSD-A and SSD-B.

The host bus adapter 104 is capable of writing to any
number or all of the storage device systems 106 in parallel to
save time resulting in improved performance. All pages of the
cache data 117 stored in the adapter cache memory 108 are
sent to and stored by the storage channel controller 112 in
each of the storage device systems 106.

After the execution of the cache write command 324 is
completely performed, a signal empty module 332 generates
and sends a complete status 334 to signal the storage channel
controller 112 in the storage device systems 106 that the
adapter cache memory 108 of the host bus adapter 104 is
empty. The signal empty module 332 generates and sends a
sleep signal 336 to the host bus adapter 104 to indicate that the
cache write command 324 is complete so that the host bus
adapter 104 can be shut down or powered down to save power.
The storage device systems 106 is not shut down at this time,
but the host bus adapter 104 has been completely flushed out
or emptied and thus can be shut down without impacting the
remaining portion of the data hardening.

In the SSD path, a controller abort read module 338 inter-
rupts the storage device systems 106 so that the storage device
systems 106 aborts the read commands 310 after the control-
ler abort read module 338 receives the power failure signal
306 from the de-glitch module 304. Upon receiving the power
failure signal 306, the controller abort read module 338 can
abort the read commands 310 since the host data 110 read
from the non-volatile memory devices 114 for the host system
102 is no longer important or needed.

The power failure signal 306 indicates that the electrical
power is going to be no longer available in the storage system
100. The read commands 310 are information used to control
transfer of the host data 110 from the non-volatile memory
devices 114 by the storage channel controller 112 to the host
bus adapter 104, which in turn sends the host data 110 back to
the host system 102.

After the read commands 310 are aborted, a stop recycle
module 340 stops recycle operations 342. The stop recycle
module 340 also aborts any wear leveling operations 344 that
are going on in the storage device systems 106. The stop
recycle module 340 also aborts erase operations 346 or any
other operations that are not critical to be performed in
response to the detection of the power failure signal 306.
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The recycle operations 342 are processes of moving data
from one page to another page for purposes of either freeing
up erase blocks to write new host data or to ensure that data on
an erase block is preserved. The wear leveling operations 344
are processes of recycling erase blocks for purposes of eras-
ing or writing evenly among the erase blocks in a memory
device. The term “erase block™ referred to herein is defined as
a group of pages, which is the smallest number of pages that
are erased at one time.

The erase operations 346 are processes that change con-
tents of a storage element of a memory device. For example,
the erase operations 346 can include a process that erases a
NAND flash cell by removing the negative charge in the
floating gate, resulting in a “1” bit value for that cell.

After the stop recycle module 340 is completed, a process
write module 348 processes the one of the write commands
314 that the complete current write module 316 performs for
the host data 110 if there is no start of cache dump traffic. The
process write module 348 determines that there is no start of
cache dump traffic by detecting for the start write command
322. If the start write command 322 is not received from the
adapter signal start module 320, there is no start of cache
dump traffic. The process write module 348 performs normal
processing of incoming write commands from the host sys-
tem 102.

When the electrical power is interrupted, the storage sys-
tem 100 can actually be in the middle of a write operation
from the host system 102. In this case, the process write
module 348 performs the normal processing of the incoming
write commands with the host bus adapter 104 sending the
host data 110 to the storage device systems 106. By the time
the storage device systems 106 completely processes the
incoming write commands, there can be additional cache data
in the adapter cache memory 108. This is a logical division
between normally written data and then special cache data or
the cache data 117.

When the additional cache data is in the adapter cache
memory 108, the start of cache dump traffic occurs by the
adapter signal start module 320 sending the start write com-
mand 322 to the storage device systems 106. In FIG. 3, the
decision box that determines whether the start write com-
mand 322 is received is tied together in time with the box for
the adapter signal start module 320.

After a process open parity module 350 receives the start
write command 322 from the adapter signal start module 320,
the process open parity module 350 processes all open super
block parities 352, which are information used for error
detection of super blocks. The term “super block” referred to
herein is defined as a logical grouping of erase blocks in
non-volatile memory devices.

The super blocks are logical groupings of erase blocks in
non-volatile memories. The process open parity module 350
processes the open super block parities 352 to do a cleanup in
preparation for the cache write command 324 for the special
cache data to be saved as previously mentioned.

The open super block parities 352 are generated for open
super blocks from normal host writes that are not for the
special cache data. The term “open” refers to super blocks that
are available for storing data or those that are not completely
written with data. After the open super blocks are written with
the host data 110, the super blocks are closed and the open
super block parities 352 are generated for these super blocks
so that all the data in the currently executing path for writes is
secure.

After the open super block parities 352 are generated, a
process write command module 354 processes the cache
write command 324 from the host bus adapter 104 and write
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the cache pages 330 of the cache data 117 stored in the adapter
cache memory 108 out to the non-volatile memory devices
114. The process write command module 354 receives the
cache pages 330 from the write page module 328 and store the
cache pages 330 in the controller scram memory 122 in each
of the storage device systems 106. The process write com-
mand module 354 then subsequently write the cache pages
330 in the controller scram memory 122 to the non-volatile
memory devices 114.

After the PWCM is completed, a process scram table mod-
ule 356 saves scram meta-data 358 in the non-volatile
memory devices 114. The scram meta-data 358 is informa-
tion used for control and management of the host data 110
stored in the controller scram memory 122 in the data hard-
ening.

After the process scram table module 356 is completed, the
process scram table module 356 generates and sends a hard-
ening done signal 360 to indicate that the data hardening
process is completed. Upon receiving the hardening done
signal 360, power supply components in the storage system
100 can turn off power supplies provided to the storage device
systems 106.

The storage system 100 can include a bus interface that
connects the host bus adapter 104 to mass storage devices or
the storage device systems 106. For example, the bus inter-
face includes a Serial AT Attachment (SATA) protocol inter-
face, which is described below.

In the path labeled “HBA path” of FIG. 3, a current host
write to the storage channel controller 112 including a flash
controller can be completed after it has been determined that
the current host write is held completely in a cache memory or
the adapter cache memory 108. The current host write can be
the one of the write commands 314 as described above for the
complete current write module 316.

The meta-data 132 of FIG. 1 of a memory module includ-
ing a flash memory module (FD) is accessed using read and
write commands with a logical block addressing (LBA)
range. The LBA range is above a logical address space 362 of
the storage device systems 106. The logical address space 362
includes addresses that are allocated for the storage device
systems 106 for storing or retrieving data during normal
operations that are not for purposes of data hardening.

For example, the logical block addressing (LBA) range
includes 0x8000.0000.0000 through 0x8000.0000.01FF,
where “Ox” indicates that values are in hexadecimal. Any
LBA range thatis outside the logical address range or range of
the SSDs (drives) can function for this. All the addresses in
the embodiments described herein are examples. The
addresses in real use are to be agreed upon by all parties or
devices that interface with each other. A flash memory mod-
ule includes an interface to a host system. For example, the
flash memory module can be a flash dual in-line memory
module (DIMM).

In the case mentioned above, the range of LBAs is well out
of'the normal address space of the storage device, the SSD, or
the storage device systems 106. The firmware executing in the
SSD can be able to recognize that this is a special command
by examining the address range for the command. Addition-
ally, since these commands are associated with the “store and
retrieve” of special data or the host data 110 stored in the
adapter cache memory 108 during the data hardening process,
they are only allowed to be executed at specific times during
the operation of the drive.

Meta-data read commands are executed any time the drive
is ready and is not executing the power fail sequence. Meta-
data write commands are executed only when the drive or the
storage device systems 106 are executing the power fail
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sequence. The first Meta-Data Write to the drive during the
power fail sequence resets the count of valid meta-data sec-
tors with the count of data sectors for this command.

Subsequent Meta-Data Write commands can use a logical
block address 364 (LBA) that is contiguous to the previous
write command and the valid meta-data sector count will be
incremented by the sector count of the current command.
Outside the read and write commands, there are a set of
control and signaling commands.

In addition, the store and retrieve commands can be used at
the completion of a PFAIL event. For example, the FD Meta-
Data Complete command is a data write command with the
LBA set to 0x8000.0000.0200. The Meta-Data Complete
command signals to the drive that the Meta-Data Writes are
complete. The Meta-Data Complete command is superfluous
if the prior command is a Meta-Data Write command that
includes LBA 0x8000.0000.01FF.

If none of the meta-data 132 is written during the power-
fail sequence and the drive receives the Meta-Data Complete
command, then the meta-data 132 that was recovered during
the previous de-scram is re-written to the non-volatile
memory devices 114 including the flash media and can be
re-recovered during the next de-scram. De-scram is a proce-
dure used after a storage system is powered back up to restore
data from non-volatile memories to volatile memories used as
cache memories back to a state of the volatile memories
before the storage system was previously powered down.

For example, the FD Meta-Data Status command is a data
read command with the LBA set to 0xC000.0000.0000. This
command returns one sector of data that includes a meta-data
status 366 and the most recent temperature sample. Also for
example, the drive format sequence includes initializing the
FD meta-data memory to contain 256 sectors of zero-initial-
ized data. The meta-data valid sector count and all flags are set
to zero. The term “drive format” referred to herein is defined
as a process that invalidates all customer data on a drive and
Zeros meta-data.

The storage system 100 includes a number of sequences, as
described below, to be performed related to detection of the
board-level power failure event 302. One of the sequences is
a drive power fail sequence. A drive or the storage device
systems 106 enters the drive power fail sequence when a
power failure or the board-level power failure event 302 is
detected, a Meta-Data Write command is received, or a Meta-
Data Complete command is received.

A timer is started when the power failure is detected. This
timer is started independent of which event that caused entry
into the drive power fail sequence. This timer is used to
enforce time limits in order complete a scram process for the
data hardening.

Another of the sequences is a power fail detected sequence.
In the power fail detected sequence, the drive performs the
following sequence when the power failure is detected.

1. If there are any active commands, then stop transfer state
machines including those with SATA interfaces. If there is
still an active command, then terminate the command with a
command-abort error. This can cause all active commands
and all commands pending execution in the hardware to be
terminated. For example, if the terminated commands are
Native Command Queuing (NCQ) commands, then the host
bus adapter 104 can send a Read Log Extended for the NCQ
Error Log in order to clear the error state in the drive or the
storage device systems 106.

2. Wait for a Meta-Data Write command or a Meta-Data
Complete command from the host system 102. If a command
received from the host system 102 is neither the Meta-Data
Write command nor the Meta-Data Complete command, then
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terminate the command with a command-abort. If the termi-
nated command is an NCQ command, then the host bus
adapter 104 can send a Read Log Extended for the NCQ Error
Log in order to clear the error state in the drive or the storage
device systems 106.

3. Continue with a Power Fail Common Sequence, which
will subsequently be described below.

Native Command Queuing (NCQ) is a mechanism that
allows a drive to internally optimize an order in which
received read and write commands are executed. This reduces
an amount of unnecessary operations including drive head
movement, resulting in increased performance and slightly
decreased wear of the drive for workloads where multiple
simultaneous read/write requests are outstanding, most often
occurring in server-type applications.

Although Native Command Queuing (NCQ) is described
in the embodiments described herein, it is understood that any
mechanisms associated with optimization for execution order
of received read and write commands can be used. For
example, the embodiments described herein reference to
SATA commands and NCQ for SATA drives but are not
limited to SATA, and so the same thing can be done in Serial
Attached SCSI (SAS), Peripheral Component Interconnect
Express (PCle), and any other protocols.

Another of the sequences is a Meta-Data Write or Meta-
Data Complete Command Received Sequence. In the Meta-
Data Write or Meta-Data Complete Command Received
Sequence, the drive or the storage device systems 106 per-
forms the following sequence when either the Meta-Data
Write command or the Meta-Data Complete command is
received.

1. Wait for power failure detection or detection of the
board-level power failure event 302. If the power failure is not
detected within a predetermined time, then terminate the
command with the command-abort. For example, the prede-
termined time can be from microseconds (us) to milliseconds
(ms). As a specific example, the predetermined time can be
from 10 s of microseconds to 10 s of milliseconds. Also for
example, if the terminated command is an NCQ command,
then the host bus adapter 104 can send a Read Log Extended
for the NCQ Error Log in order to clear the error state in the
drive.

2. Continue with the Power Fail Common Sequence, which
will subsequently be described below.

Another of the sequences is the Power Fail Common
Sequence. The Power Fail Common Sequence is described as
follows.

1. If either the Meta-Data Write command or the Meta-
Data Complete command has not been received, then wait for
one of these commands. If a command is received that is
neither the Meta-Data Write command or the Meta-Data
Complete command, then terminate the command with the
command-abort. If the terminated command is an NCQ com-
mand, then the host bus adapter 104 can send a Read Log
Extended for the NCQ Error Log in order to clear the error
state in the drive.

2. If the Meta-Data Write command is received, then vali-
date the command by checking for adjacent LBA range, and
for example, the LBA range is between 0x8000.0000.0000
and 0x8000.0000.01FF, and the first write starts with LBA
0x8000.0000.0000. If validation fails, then terminate the
command with the command abort. If this is the first write
command, then invalidate the current meta-data stored in data
memory. Continue to look for another Meta-Data Write com-
mand or the Meta-Data Complete command.

3. If a Meta-Data Complete command is received, then
mark meta-data complete and wait for scram complete.
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4. Throughout the entire power fail sequence, the power
fail timer is monitored to enforce timeout requirements. The
FD meta-data can be valid in drive memory at a predeter-
mined number of microseconds into the power fail sequence.
If the meta-data 132 is not valid by this time, then any active
command is terminated with command-abort. The meta-data
status 366 is updated to indicate the timeout occurred. The
meta-data 132 and the meta-data status 366 are now written to
the flash media.

As an example, throughout the entire power fail sequence,
the power fail timer is monitored to enforce the predeter-
mined number on an order of less than 10 milliseconds. As a
specific example, the power fail timer is monitored to enforce
the predetermined number on an order of between 100 micro-
seconds and 5 milliseconds.

A tagging mechanism is used in the Power Fail Common
Sequence and the bus interface described above where the
special cache data in each of the SSDs or the storage device
systems 106 is identified by using out-of-range logical block
addresses 368. The out-of-range logical block addresses 368
are address space that is not used for writing the host data 110
during normal operation, which is performed when the power
failure signal 306 is not generated.

The out-of-range logical block addresses 368 are used only
to write the cache data 117 and the meta-data 132 for the data
hardening. The out-of-range logical block addresses 368 are
above the logical address space 362 of the storage device
systems 106. The tagging mechanism allows identification of
the special cache data using the out-of-range logical block
addresses 368 without additional hardware resources. The
out-of-range logical block addresses 368 are used by the write
page module 328 for writing the cache pages 330.

The out-of-range logical block addresses 368 are predeter-
mined ranges of addresses that are not used by the normal
processing of incoming write commands from the host sys-
tem 102 as previously described. The out-of-range logical
block addresses 368 are used for executing the write com-
mands 314 after the start write command 322 is generated.
The start write command 322 is generated for the process
write command module 354 to process the cache write com-
mand 324 from the host bus adapter 104 and write the host
data 110 stored in the adapter cache memory 108 out to the
non-volatile memory devices 114.

Another of the sequences is a Drive Power-On Sequence,
which is described as follows. The Drive Power-On Sequence
is used when the electrical power comes back onto replace the
adapter cache memory 108 with the host data 110 back to
where the adapter cache memory 108 was as though the
electrical power never went off.

The host bus adapter 104 interfaces with the storage chan-
nel controller 112 to write the cache pages 330 with the cache
data 117 back to the adapter cache memory 108 upon pow-
ering up the host bus adapter 104 and the storage channel
controller 112 when the electrical power comes back up after
the power failure signal 306 is detected. This aspect of the
invention provides improved reliability, availability, and ser-
viceability to the host system 102.

Inthe Drive Power-On Sequence, a drive status of the drive
or the storage device systems 106 is busy at power on. The
drive recovers the FD meta-data or the meta-data 132 into
memory or the adapter cache memory 108 as part of a de-
scram process. The drive changes the drive status to ready.
The drive can now process Meta-Data Read and Meta-Data
Status commands. The memory module (FD) can use these
commands to restore its meta-data.

If another power fail occurs prior to meta-data restoration,
then the FD can handle the new power fail by either issuing a



US 9,170,941 B2

17

Meta-Data Complete command or by doing nothing. In either
case, the same meta-data and the meta-data status 366 that
were recovered in the previous de-scram can be saved to the
non-volatile memory devices 114 including flash media.

The meta-data status 366 includes a version number, a
number of meta-data-write sectors, a number of meta-data-
read sectors, flags, a history of previous meta-data statuses,
and temperature. The version number, the number of the
meta-data-write sectors, the number of the meta-data-read
sectors, the flags, the history of the previous meta-data sta-
tuses, and the temperature can include any number of bytes.
Thehistory can include any number of the previous meta-data
statuses. For example, the history can include 15 of the pre-
vious meta-data statuses.

For example, the version number, the number of the meta-
data-write sectors, the number of the meta-data-read sectors,
the flags, the history of the previous meta-data statuses, and
the temperature can include consecutive bytes 0-1, 2-3, 4-5,
6-7, 8-97, and 98, respectively, of the meta-data status 366.
Also for example, the flags can include Meta-Data-Complete
command received, Meta-Data-Write first LBA not offset
zero error, Meta-Data-Write non-contiguous LBA error,
Meta-Data-Write LBA range error, Meta-Data-Write LBA
range complete, Meta-Data save timeout occurred, and Meta-
Data-Status command received.

The host system 102 can decide ahead of time that it
receives an indication from line power that the electrical
power is going to be failing soon and initiates a soft data
hardening process. While the electrical power has not been
completely lost, the host system 102 decides to perform the
soft data hardening process since the electrical power is going
to be lost.

When the electrical power is not lost, the soft data harden-
ing process can also be used for a number of purposes. For
example, one of the purposes is that the soft data hardening
process can be used for debug. Also for example, the soft data
hardening process can be used for a checkpoint for operating
software of the host system 102.

The soft data hardening process can be initiated by the host
system 102 or the host bus adapter 104 that sets a hardware
register to indicate that there is a power failure even though
the electrical power is not down. This causes the de-glitch
module 304 to start.

FIG. 3 can be implemented using modules. Functions or
operations in the modules as described above can be imple-
mented in hardware, software, or a combination thereof. The
modules can be implemented with the control unit 202 of
FIG. 2, the storage unit 204 of FIG. 2, the memory interface
unit 206 of FIG. 2, the host interface unit 208 of FIG. 2, or a
combination thereof.

For example, the de-glitch module 304 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
generating the power failure signal 306. Also for example, the
adapter abort read module 308 can be implemented with the
control unit 202, the storage unit 204, the memory interface
unit 206, and the host interface unit 208 for receiving the
power failure signal 306 and aborting the read commands
310.

For example, the host abort write module 312 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
aborting the write commands 314. Also for example, the
complete current write module 316 can be implemented with
the control unit 202, the storage unit 204, the memory inter-
face unit 206, and the host interface unit 208 for performing
the one of the write commands 314.
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For example, the adapter signal start module 320 can be
implemented with the control unit 202, the storage unit 204,
the memory interface unit 206, and the host interface unit 208
for generating and sending the start write command 322 to the
storage device systems 106. Also for example, the write start
module 326 can be implemented with the control unit 202, the
storage unit 204, the memory interface unit 206, and the host
interface unit 208 for executing the cache write command
324.

For example, the write page module 328 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
performing the execution of the cache write command 324.
Also for example, the signal empty module 332 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
generating the sleep signal 336.

For example, the controller abort read module 338 can be
implemented with the control unit 202, the storage unit 204,
the memory interface unit 206, and the host interface unit 208
for aborting the read commands 310 upon receiving the
power failure signal 306. Also for example, the stop recycle
module 340 can be implemented with the control unit 202, the
storage unit 204, the memory interface unit 206, and the host
interface unit 208 for aborting the wear leveling operations
344.

For example, the process write module 348 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
processing the one of the write commands 314 that the com-
plete current write module 316 performs for the host data 110.
Also for example, the process open parity module 350 can be
implemented with the control unit 202, the storage unit 204,
the memory interface unit 206, and the host interface unit 208
for processing all the open super block parities 352.

For example, the process write command module 354 can
be implemented with the control unit 202, the storage unit
204, the memory interface unit 206, and the host interface unit
208 for processing the cache write command 324 from the
host bus adapter 104. Also for example, the process scram
table module 356 can be implemented with the control unit
202, the storage unit 204, the memory interface unit 206, and
the host interface unit 208 for saving the scram meta-data 358
in the non-volatile memory devices 114.

The de-glitch module 304 can be coupled to the adapter
abort read module 308 and the controller abort read module
338. The adapter abort read module 308 can be coupled to the
host abort write module 312 and the complete current write
module 316. The complete current write module 316 can be
coupled to the adapter signal start module 320. The adapter
signal start module 320 can be coupled to the write start
module 326.

The write start module 326 can be coupled to the write page
module 328. The write page module 328 can be coupled to the
signal empty module 332. The controller abort read module
338 can be coupled to the stop recycle module 340. The stop
recycle module 340 can be coupled to the process write mod-
ule 348 and the process open parity module 350. The process
open parity module 350 can be coupled to the process write
command module 354. The process write command module
354 can be coupled to the process scram table module 356.

The storage system 100 is described with module functions
or order as an example. The modules can be partitioned dif-
ferently. Each of the modules can operate individually and
independently of the other modules.

Furthermore, data generated in one module can be used by
another module without being directly coupled to each other.
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Yet further, the modules can be implemented as hardware
accelerators (not shown) within the control unit 202 or can be
implemented as hardware accelerators (not shown) in the
storage channel controller 112 or outside of the storage chan-
nel controller 112.

Referring now to FIG. 4, therein is shown an exemplary
flow for a bus interface and backend controller operations of
the storage device systems 106 of FIG. 1. For example, FIG.
4 depicts a general flow for the bus interface including a
NAND bus.

The backend of'the drive or the storage device systems 106
that are in control of a memory array or the non-volatile
memory devices 114 of FIG. 1 including NAND can be set up
in such a way as to take maximum advantage of parallel
execution of commands across an array of memory channels
or the channels 130 of FIG. 1. Since there is a limited amount
of the electrical power and some of the electrical power is
needed for controllers and peripheral circuits, is it important
to save accumulated data as fast as possible. Additionally,
because there is little time to correct for a program failure,
data can have parity protection written out in addition to
normal ECC attached to all of the data.

The term “error correction code” (ECC) referred to herein
is defined as parity data generated over a set of data grouped
into a code word. The term “code word” referred to herein is
defined as a group of data bytes covered by a single of mul-
tiple ECC parity words.

For example, when using Multi Level Cell (MLC) flash
memories, it is important to reduce a programming time by
the use of “fast pages” only when possible. Additionally,
when there are multiple of the non-volatile memory devices
114 on a memory channel or the channels 130, it is important
to use as many of the non-volatile memory devices 114 in
parallel as can be executed given power and firmware con-
straints.

The term “multi level cell” (MLC) referred to herein is
defined as a storage structure with multiple levels or states in
a single storage element or cell. For example, an MLC
includes a trilevel cell (TLC). The term “fast pages” referred
to hereinis defined as a page with improved performance over
other pages. For example, in an MLC, the first page or a
least-significant-byte (LSB) page of a pair of coupled pages is
programmed typically 4 to 5 times faster than the other paired
slow page or a most significant (MSB) page.

FIG. 4 is a block diagram that shows some of parallel
operations that are taking place in the back end of a controller
section including the storage channel controller 112 of FIG. 1
of'a storage device or each of the storage device systems 106.
The parallel operations are also performed in parallel with
operations of the host bus adapter 104 of FIG. 1 as previously
described in FIG. 3.

When the power failure signal 306 is active, a write in-
progress operations module 402 writes the host data 110 of
FIG. 1 for the write commands 314 of FIG. 3 that are in-
progress. This allows in-progress write operations to com-
plete even when the power failure signal 306 occurs. The
write in-progress operations module 402 continues to write
the host data 110 until the write commands 314 is completed.

The write in-progress operations module 402 interfaces
with the complete current write module 316 of FIG. 3 to
perform the one of the write commands 314 that are currently
being transferred between the host bus adapter 104 and the
storage device systems 106 while the host data 110 is held
completely in the adapter cache memory 108 of FIG. 1 for the
another of the write commands 314. The write in-progress
operations module 402 writes the host data 110 from the
adapter cache memory 108 to the controller cache memory
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116 of FIG. 1. When the write complete status 318 of FIG. 3
is received from the complete current write module 316, the
write in-progress operations module 402 completes execut-
ing the one of the write commands 314.

After the write in-progress operations module 402 com-
pletely writes the host data 110 to the controller cache
memory 116, a write local data module 404 writes out local
storage device cache data. The local storage device cache data
can be the host data 110 that the write in-progress operations
module 402 has received from the complete current write
module 316 and stored to the controller cache memory 116.
The write local data module 404 writes the host data 110
stored in the controller cache memory 116 out to the non-
volatile memory devices 114.

After the write local data module 404 completely writes the
host data 110 stored in the controller cache memory 116 out
to the non-volatile memory devices 114, a write parity local
data module 406 writes out a local data parity 408. The local
data parity 408 is for the local storage device cache data orthe
host data 110 that has been stored in the controller cache
memory 116 and written out to the non-volatile memory
devices 114. For example, the local data parity 408 can
include RAID parity.

In parallel with the write in-progress operations module
402, an abort operations module 410 aborts the erase opera-
tions 346 of FIG. 3, read operations 412, and the recycle
operations 342 of FIG. 3 when the power failure signal 306 is
active. The read operations 412 are processes that are used to
perform the read commands 310 of FIG. 3 in response to the
host system 102 of FIG. 1 by reading and sending the host
data 110 from the non-volatile memory devices 114 to the
storage channel controller 112 and then subsequently to the
host bus adapter 104. The abort operations module 410 can
include the controller abort read module 338 of FIG. 3 and the
stop recycle module 340 of FIG. 3.

The abort operations module 410 provides a mechanism to
be able to quickly abort non-important operations inside the
storage device systems 106 such that time is of importance
here. One of the key aspects is abort all non-important opera-
tions so that there is time to get important data saved including
the cache data 117 of FIG. 1 and the meta-data 132 of FIG. 1
for the data hardening. A goal of the embodiments of the
present disclosure is to make a data hardening operation as
short as possible, which means the least number of capacitors
is required resulting in a lower cost.

The data hardening operation is performed under a prede-
termined interval. The predetermined interval can be depen-
dent on the kind of media used for the non-volatile memory
devices 114, the protocol, data buses, and an amount of the
host data 110 to be saved, as examples. If the host data 110
that needs to be saved is much greater, then the predetermined
interval can increase.

For example, the data hardening operation can be per-
formed under 10 milliseconds the 512K and the 192 credits.
Also for example, the predetermined interval can be 20 sec-
onds if 10’s of megabytes of the host data 110 need to be
saved. Further, for example, the storage system 100 of FIG. 1
having the adapter cache memory 108 with 512 KB and the
controller cache memory 116 with 192 credits, the predeter-
mined interval can be 10 milliseconds.

When the abort operations module 410 is completed, a
generate parity module 414 generates a data parity 416 for
unfinished data stripes 418, which are data written across
multiple storage devices but incompletely written due to
aborted operations so the data is not completely and evenly
across the storage devices. The data parity 416 can be stored



US 9,170,941 B2

21

in the non-volatile memory devices 114. For example, the
data parity 416 can include RAID parity.

Also for example, if the host data 110 is to be written or
striped across 3 of the non-volatile memory devices 114 but
only 2 of the non-volatile memory devices 114 are written, the
unfinished data stripes 418 would have data written on just 2
of'the non-volatile memory devices 114. In this example, the
data parity 416 is calculated for the 2 of the non-volatile
memory devices 114.

After the data parity 416 is completely generated for the
unfinished data stripes 418, a write tabling meta-data module
420 writes out local tabling and the meta-data 132 associated
with the unfinished data stripes 418. Tabling is a portion of the
meta-data 132 that is associated with logical-to-physical
(L2P) tables. Other tables include in process or open super
block meta-data information. Outside of “tabling” is meta-
data such as program/erase (PE) cycle counts, read counts,
bad block counts, and other housekeeping data.

After the write tabling meta-data module 420 is completed,
a write parity tabling and meta-data module 422 writes out a
tabling meta-data parity 424 on tabling and the meta-data
132. For example, the tabling meta-data parity 424 can
include RAID parity.

In parallel with the write in-progress operations module
402 and the abort operations module 410, a controller signal
start module 426 signals the host system 102 or the host bus
adapter 104 to start transmission of the cache data 117 and the
meta-data 132. After signaled by the controller signal start
module 426 to start transmission of the cache data 117 and the
meta-data 132, the adapter signal start module 320 of FIG. 3
sends the start write command 322 of FIG. 3 to the controller
signal start module 426 to start execution of the cache write
command 324 of FIG. 3.

After the controller signal start module 426 receives the
start write command 322 from the adapter signal start module
320, a store cache module 428 stores the cache data 117
incoming or sent from the adapter cache memory 108. The
store cache module 428 also generates a controller cache data
parity 430 for the cache pages 330 of FIG. 3 ofthe cache data
117. For example, the controller cache data parity 430 can
include RAID parity. The cache data 117 and the controller
cache data parity 430 can be stored in the controller scram
memory 122 of FIG. 1 and then eventually stored in the
non-volatile memory devices 114.

After the store cache module 428 stores the cache data 117
and the controller cache data parity 430, a write data parity
module 432 writes out the cache data 117 with the controller
cache data parity 430. The cache data 117 and the controller
cache data parity 430 are written to the non-volatile memory
devices 114. After operation is completed in any ofthe 3 paths
depicted in FIG. 4, the hardening done signal 360 is generated
as previously described.

FIG. 4 can be implemented using modules. Functions or
operations in the modules as described above can be imple-
mented in hardware, software, or a combination thereof. The
modules can be implemented with the control unit 202 of
FIG. 2, the storage unit 204 of FIG. 2, the memory interface
unit 206 of FIG. 2, the host interface unit 208 of FIG. 2, or a
combination thereof.

For example, the write in-progress operations module 402
can be implemented with the control unit 202, the storage unit
204, the memory interface unit 206, and the host interface unit
208 for writing the host data 110 for the write commands 314
that are in-progress. Also for example, the write local data
module 404 can be implemented with the control unit 202, the
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storage unit 204, the memory interface unit 206, and the host
interface unit 208 for writing out the host data 110 to the
controller cache memory 116.

For example, the write parity local data module 406 can be
implemented with the control unit 202, the storage unit 204,
the memory interface unit 206, and the host interface unit 208
for writing out the local data parity 408 for the host data 110
that has been stored in the controller cache memory 116. Also
for example, the abort operations module 410 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
aborting the erase operations 346, the read operations 412,
and the recycle operations 342 when the power failure signal
306 is active.

For example, the generate parity module 414 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
generating the data parity 416 for the unfinished data stripes
418. Also for example, the write tabling meta-data module
420 can be implemented with the control unit 202, the storage
unit 204, the memory interface unit 206, and the host interface
unit 208 for writing out the local tabling and the meta-data
132 associated with the unfinished data stripes 418.

For example, the write parity tabling and meta-data module
422 can be implemented with the control unit 202, the storage
unit 204, the memory interface unit 206, and the host interface
unit 208 for writing out the tabling meta-data parity 424 on
the tabling and the meta-data 132. Also for example, the
controller signal start module 426 can be implemented with
the control unit 202, the storage unit 204, the memory inter-
face unit 206, and the host interface unit 208 for signaling the
host system 102 or the host bus adapter 104 to start transmis-
sion of the cache data 117 and the meta-data 132.

For example, the store cache module 428 can be imple-
mented with the control unit 202, the storage unit 204, the
memory interface unit 206, and the host interface unit 208 for
generating the controller cache data parity 430 for writing to
the non-volatile memory devices 114 that are operated in
parallel with each other. Also for example, the write data
parity module 432 can be implemented with the control unit
202, the storage unit 204, the memory interface unit 206, and
the host interface unit 208 for writing out the cache data 117
with the controller cache data parity 430.

The write in-progress operations module 402 can be
coupled to the write local data module 404. The write local
data module 404 can be coupled to the write parity local data
module 406. The abort operations module 410 can be coupled
to the generate parity module 414. The generate parity mod-
ule 414 can be coupled to the write tabling meta-data module
420. The write tabling meta-data module 420 can be coupled
to the write parity tabling and meta-data module 422. The
controller signal start module 426 can be coupled to the store
cache module 428. The store cache module 428 can be
coupled to the write data parity module 432.

The storage system 100 is described with module functions
or order as an example. The modules can be partitioned dif-
ferently. Each of the modules can operate individually and
independently of the other modules.

Furthermore, data generated in one module can be used by
another module without being directly coupled to each other.
Yet further, the modules can be implemented as hardware
accelerators (not shown) within the control unit 202 or can be
implemented as hardware accelerators (not shown) in the
storage channel controller 112 or outside of the storage chan-
nel controller 112.

The physical transformation of executing the cache write
command 324 based on the power failure signal 306 by send-
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ing the cache pages 330 from the adapter cache memory 108
to the storage channel controller 112, wherein the adapter
cache memory 108 is a volatile memory results in movement
in the physical world, such as people using the storage chan-
nel controller 112 in each of the storage device systems 106
based on the operation of the storage system 100. As the
movement in the physical world occurs, the movement itself
creates additional information that is converted back to gen-
erating the power failure signal 306 and generating the sleep
signal 336 of FIG. 3 to shut down the host bus adapter 104,
wherein the host bus adapter 104 interfaces with the storage
channel controller 112 to write the cache pages 330 back to
the adapter cache memory 108 upon powering up the host bus
adapter 104 and the storage channel controller 112 for the
continued operation of the storage system 100 and to continue
the movement in the physical world.

Referring now to FIG. 5, therein is shown a flow chart of a
method 500 of data hardening in a storage system in a further
embodiment of the present disclosure. The method 500
includes: detecting a power failure event in a block 502;
executing a cache write command based on the power failure
event to send a cache page from a cache memory to a storage
channel controller, wherein the cache memory is a volatile
memory in a block 504; and generating a sleep signal to shut
down a host bus adapter, wherein the host bus adapter inter-
faces with the storage channel controller to write the cache
page back to the cache memory upon a power up of the host
bus adapter and the storage channel controller in a block 506.

Accordingly, it has been discovered that the present
embodiments thus have numerous aspects.

One such aspect is that it has been found that the present
embodiments provide host or Meta data transfers that are
demarked by writing to a set of LBAs that are just above the
logical address space of the SSD (storage device).

In the context mentioned above, the Host Meta Data is the
data that has been cached in the HBA that has yet to be written
to the flash controller. It includes both Host data and some
LBA or addressing information as well. So, for the Host data
or Meta data transfer, a signal is generated to indicate a start
of transferring this special data, which is the cache data that
has been in the HBA.

For example, if a disk drive is a one-hundred-Gigabyte
drive, writing actually starts at the first LBA above a 100-
Gigabyte level. Also for example, if a logical capacity of the
drive includes the last address in the drive of 999, writing
would start at address 1,000, which is one of the out-of-range
logical block addresses 368, because of an LBA that is just out
of the range of the normal logical address for the drive. In
addition, the sub-drive or the storage device can indicate that
an out of bounds address has been accessed and thus the Meta
data from the HBA needs to be saved.

Another aspect is that it has been found that the present
embodiments provide storage of host cache data in pre-allo-
cated memory that has high data integrity and high bandwidth
as compare with the bulk of the memory used on the SSDs
(storage devices).

Another aspect is that it has been found that the present
embodiments provide a mechanism to differentiate between
writing of host data and writing of cached/meta-data to the
storage device.

Another aspect is that it has been found that the present
embodiments provide a mechanism to differentiate between
reading of host data and reading of cached/meta-data to be
returned and to the HBA for re-aggregation.
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Another aspect is that it has been found that the present
embodiments provide an approach to store a combination of
HBA cache data/meta-data and the storage device’s in-flight
data and meta-data.

In the description above, the HBA cache data is data that is
held in the HBA that has yet to be transmitted to the SSD. The
in-flight data is data that is in the SSD that is associated with
a response to the HBA. The response confirms that the SSD
has the data and the data is safe, even though the data has not
been written to the non-volatile memory including NAND.
Such data is in a transition state indicating that it is in a data
hardening process of being stored into the non-volatile
memory.

Another aspect is that it has been found that the present
embodiments provide a mechanism to increase the integrity
of data hardening data and meta-data by providing a section
of NVSTORE/NAND flash that has better data retention then
normal NAND memory. For example, fast pages only in ML.C
or a channel or a set of channels that include SL.C memory are
used.

The term “retention” referred to herein is defined as an
ability of memory cells to retain the programmed or correct
information. Retention refers to an amount of correct data
after a given period, which is a time when a drive is powered,
not powered, or a combination thereof.

Another aspect is that it has been found that the present
embodiments provide a mechanism to increase the integrity
of data hardening data and meta-data by providing a RAID
PARITY system that customizes the amount of data harden-
ing operations.

Another aspect is that it has been found that the present
embodiments provide a mechanism to change the amount of
ECC protection for cache data or meta-data during the
SCRAM or data hardening process.

Another aspect is that it has been found that the present
embodiments provide sequencing the operations to the
NAND flash to provide the maximum amount of overlap and
time to transfer the cached host data/meta-data while there is
still power on the NAND array of memory.

Values that the aspects and the embodiments described
above include advantages of improved performance,
improved reliability, improved data integrity, or a combina-
tion thereof. The embodiments described herein benefit all
multi storage device implementations that require data hard-
ening for a removal from storage device cache.

Thus, it has been discovered that the storage system 100 of
FIG. 1 of the present disclosure furnishes important and here-
tofore unknown and unavailable solutions, capabilities, and
functional aspects for data hardening in a storage system. The
resulting method, process, apparatus, device, product, and/or
system is straightforward, cost-effective, uncomplicated,
highly versatile, accurate, sensitive, and effective, and can be
implemented by adapting known components for ready, effi-
cient, and economical manufacturing, application, and utili-
zation.

Another important aspect of the present disclosure is that it
valuably supports and services the historical trend of reducing
costs, simplifying systems, and increasing performance.

These and other valuable aspects of the present disclosure
consequently further the state of the technology to at least the
next level.

While the invention has been described in conjunction with
a specific best mode, it is to be understood that many alterna-
tives, modifications, and variations will be apparent to those
skilled in the art in light of the aforegoing description.
Accordingly, it is intended to embrace all such alternatives,
modifications, and variations that fall within the scope of the
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included claims. All matters hithertofore set forth herein or
shown in the accompanying drawings are to be interpreted in
an illustrative and non-limiting sense.

What is claimed is:

1. A method of data hardening in a storage system com-
prising:

detecting a power failure event;

executing a cache write command based on the power

failure event to send a cache page from a cache memory
to nonvolatile memory in the storage system, wherein
the cache memory is volatile memory, wherein execut-
ing the cache write command includes writing the cache
page and meta-data to nonvolatile memory in the storage
system using logical block addresses outside a predeter-
mined logical address space, and the predetermined
logical address space includes logical addresses allo-
cated for storing data during normal operation of the
storage system; and

generating a sleep signal to shut down a host bus adapter,

wherein the host bus adapter interfaces with a storage
channel controller to write the cache page back to the
cache memory upon a power up of the host bus adapter
and the storage channel controller.

2. The method as claimed in claim 1, further comprising
aborting a read command upon detecting the power failure
event.

3. The method as claimed in claim 1, wherein executing the
cache write command includes executing the cache write
command to write the cache page and the meta-data to fast
pages of multi-level cell portions or single level cell portions
of nonvolatile memory in the storage device.

4. The method as claimed in claim 1, further comprising
generating a controller cache data parity to write to a non-
volatile memory device, wherein the controller cache data
parity is for the cache page.

5. The method as claimed in claim 1, wherein executing the
cache write command includes executing the cache write
command to write scram data to a controller scram memory
by the storage channel controller based on the cache page.

6. The method as claimed in claim 1, further comprising:

aborting a read command upon detecting the power failure

event; and

aborting a wear leveling operation after aborting the read

command.

7. The method as claimed in claim 1, wherein generating
the sleep signal to shut down the host bus adapter comprises
generating the sleep signal to shut down the host bus adapter
after executing the cache write command.

8. The method as claimed in claim 1, further comprising:

starting a timer upon detecting the power failure event,

wherein the timer designates a period of time for write
commands to send data to the nonvolatile memory in the
storage system.

9. A storage system comprising:

a cache memory configured to store a cache page, wherein

the cache memory is volatile memory;
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a de-glitch module configured to detect a power failure
event;

a host bus adapter, coupled to the de-glitch module,
wherein the host bus adapter includes:

a write page module, coupled to the de-glitch module,
the write page module configured to execute a cache
write command based on the detected power failure
event, wherein the executed cache write command
writes the cache page and meta-data to nonvolatile
memory in the storage system using logical block
addresses outside a predetermined logical address
space, and the predetermined logical address space
includes logical addresses allocated for storing data
during normal operation of the storage system; and

a signal empty module, coupled to the write page mod-
ule, the signal empty module configured to generate a
sleep signal to shut down the host bus adapter; and

a storage channel controller, coupled to the host bus
adapter, the storage channel controller configured to
receive the cache page and the meta-data from the cache
memory and for an interface with the host bus adapter to
write the cache page back to the cache memory upon a
power up of the host bus adapter and the storage channel
controller.

10. The system as claimed in claim 9, wherein the storage
channel controller includes a controller abort read module,
coupled to the de-glitch module, the controller abort read
module configured to abort a read command based on the
detected power failure event.

11. The system as claimed in claim 9, wherein the host bus
adapter includes the write page module configured to execute
the cache write command to write the cache page and the
meta-data to fast pages of multi-level cell portions or single
level cell portions of nonvolatile memory in the storage
device.

12. The system as claimed in claim 9, wherein the storage
channel controller includes a store cache module, coupled to
the write page module, the store cache module configured to
generate a controller cache data parity to write to a non-
volatile memory device, wherein the controller cache data
parity is for the cache page.

13. The system as claimed in claim 9, wherein the signal
empty module configured to generate the sleep signal to shut
down the host bus adapter generates the sleep signal to shut
down the host bus adapter after the cache write command is
executed.

14. The system as claimed in claim 9, wherein the storage
channel controller includes:

a controller abort read module, coupled to the de-glitch
module, the controller abort read module configured to
abort a read command based on the detected power
failure event; and

a stop recycle module, coupled to the controller abort read
module, the stop recycle module configured to abort a
wear leveling operation after the read command is
aborted.



